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Motivation

SSL stripping 2009 MiTM during HTTP prevents switching to HTTPS.

Insecure 
renegotiation

2009 MiTM can perform operations on server on client’s behalf.

BEAST 2011 Forced padding verification errors in CBC mode leak plaintext.

CRIME 2013 Forced variable length after TLS compression leaks plaintext.

Lucky 13 2013 Forced variable duration of MAC verification leaks information.

RC4 2013 Session cookie forced into many TLS sessions is leaked by RC4 bias.

Forward 
secrecy

2013 Mass surveillance + data retention + obtaining server key
= attacker decrypts old traffic

BREACH 2013 Like CRIME, but HTTP compression.
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Source: SSL Pulse, report of August 2, 2013 
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Puppet

Manifest

Package ServiceFile

I want Nginx 1.4.2 with 
with ssl enabled and 
specific cipher selection 

Resource 
Abstractions

Desired state 
(declarative)
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Mitigations
SSL stripping HSTS correct configuration

Insecure 
renegotiation

Use OpenSSL version that supports RFC 
5746 (> v0.9.8k).

software version and 
correct configuration

BEAST No CBC mode prior to TLS 1.1. cipher list

CRIME No TLS compression. software version

Lucky 13 No CBC mode. cipher list

RC4 No RC4. cipher list

Forward 
secrecy

No RSA, PSK or SRP key exchange. cipher list

BREACH No HTTP compression. correct configuration

Sources for mitigations: SSL labs, OWASP TLS cheat sheets, ... 
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Where do ciphers
 come from?

IANA TLS Cipher Registry

openssl ciphers -V

CipherSpec
name
protocol_version
kXchange_alg
mode
….

accepted

rejected
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Take away 
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